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1
VEHICLE TELEMATICS DATA EXCHANGE

TECHNICAL FIELD

The illustrative embodiments generally relate to a method
and apparatus for performing data exchange via vehicle
telematics.

BACKGROUND

Vehicle telematics may be utilized to allow a user of a
vehicle to interact with services available over a communica-
tions network. These services may include turn-by-turn direc-
tions, telephone communications, vehicle monitoring, and
roadside assistance. In some cases, the telematics services
may be provided by the vehicle or telematics unit manufac-
turer, while in other cases, the services may be provided by a
third party telematics service provider. To allow these ser-
vices to operate, a vehicle may communicate over the net-
work and the services using a communications protocol
known to both the vehicles and the services.

SUMMARY

In a first illustrative embodiment, a system includes a mes-
sage publisher configured to identify a message to be pub-
lished to a topic of a topic tree maintained by a message
broker, the topic being associated with a type of the message
identified to be published and an intended recipient of the
message; pack data elements into the message according to a
name/value pair message schema of the system; and publish
the message via the message broker to the topic.

In a second illustrative embodiment, a system includes a
message recipient configured to identify a message published
by a message publisher to atopic of a topic tree maintained by
amessage broker, the topic being associated with a type of the
message identified to be published and subscribed to by the
message recipient; unpack data elements from the message
according to a name/value pair message schema of the sys-
tem; and process the message according to the type of the
message.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example block topology for a vehicle-
based computing system for a vehicle;

FIG. 2 illustrates an exemplary service delivery network in
communication over the network with a vehicle by way of a
message broker;

FIGS. 3A and 3B illustrate exemplary communications
flows of messages between the vehicle and the service deliv-
ery network via the message broker;

FIG. 4 illustrates an exemplary topic tree for use in vehicle-
based computing system and service delivery network com-
munication;

FIG. 5A illustrates an example command message hierar-
chy;

FIG. 5B illustrates an example command response mes-
sage hierarchy;

FIG. 5C illustrates an example alert message hierarchy;

FIG. 6 illustrates an exemplary process for receiving a
message; and

FIG. 7 illustrates an exemplary process for publishing a
message.

DETAILED DESCRIPTION

Asrequired, detailed embodiments of the present invention
are disclosed herein; however, it is to be understood that the
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2

disclosed embodiments are merely exemplary of the inven-
tion that may be embodied in various and alternative forms.
The figures are not necessarily to scale; some features may be
exaggerated or minimized to show details of particular com-
ponents. Therefore, specific structural and functional details
disclosed herein are not to be interpreted as limiting, but
merely as a representative basis for teaching one skilled in the
art to variously employ the present invention.

A vehicle-to-cloud communication protocol may be
designed to provide communication between a vehicle-based
computing system (VCS), such as a telematics unit of a
vehicle, and a service delivery network remote from the
vehicle. The protocol may define a transport layer used to
send message payloads between the VCS and the service
delivery network, as well as a format for the payloads of the
messages that are sent. The transport layer may utilize a
publish/subscribe model for messaging transport, and the
payload protocol may include a name/value pair model for the
organization and serialization of the data structures being
transported.

The publish/subscribe model may utilize topics, also
known as logical channels, through which publishers may
send messages and subscribers may receive messages. In
some cases, a vehicle may be a publisher and may send
vehicle alerts to a service delivery network, respond to com-
mands from the service delivery network, or notify the service
delivery network of vehicle connectivity status. In other
cases, the vehicle may be a subscriber and may receive com-
mand messages or software updates from the service delivery
network.

In the publish/subscribe model, a topic tree structure may
be utilized by the service delivery network to define a struc-
ture of the topics and sub-topics that are used in sending
messages between the vehicles and the service delivery net-
work. For example, the VCS may subscribe to nodes of the
topic tree that correspond to the installed software/firmware
version of the vehicle and to the specific vehicle identifier
(e.g., VIN) of the vehicle. In an example, message queue
telemetry transport (MQTT) may be utilized as the transport
protocol, providing publish/subscribe functionality as well as
quality of service options for message delivery, such as best
efforts delivery, assured delivery with a possibility of dupli-
cates, and assured delivery with assurance of no duplicates.
By use of the publish/subscribe model, the vehicles and ser-
vice delivery network avoid use of a message delivery retry
system, as such retry systems may be complicated and error-
prone.

The name/value pair model may allow for data elements of
the messages to be defined that vary according to the type of
message being sent. Additionally, the name/value pair model
may allow for subsets of data to be defined (e.g., information
to include in messages from vehicles, information to be
included in messages from the service delivery network,
information describing the status of the vehicle, information
describing a current location of a vehicle, etc.). These subsets
of data may then be reused as a component in other message
definitions, without the subset of data being redefined each
time.

Moreover, by use of the name/value pair model for data
transmission, the system may allow for addition of data ele-
ments to the message definition, without undesirably affect-
ing deployed message recipients that implement communi-
cation with the service delivery network utilizing a previous
version of the message definition. Rather, as the data elements
are addressed by identifier and not by message location,
updated framework modules may be utilized without affect-
ing existing deployed applications or vehicles compiled
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against a previous version of the framework. In an example,
Google protocol buffers may be utilized as the payload pro-
tocol, allowing for a message definition to be designed, and
automatically generated into a framework module to be uti-
lized in various programming languages. The packing of data
performed by utilizing protocol buffers may allow for more
efficient transfer of data than may be possible when utilizing
a textual name/value pair framework such as extensible
markup language (XML).

Accordingly, by using the publish/subscribe model and the
name/value pair model in combination for vehicle-to-cloud
communication, the protocol may offer a flexible and robust
connectivity strategy for vehicle communications. While
described herein with respect to vehicles-to-cloud communi-
cations, use of these models in combination may similarly be
applicable to the vehicle-to-vehicle communication context.

FIG. 1 illustrates an example block topology for a vehicle-
based computing system 1 (VCS) for a vehicle 31. An
example of such a vehicle-based computing system 1 is the
SYNC system manufactured by THE FORD MOTOR COM-
PANY. A vehicle enabled with a vehicle-based computing
system may contain a visual front end interface 4 located in
the vehicle 31. The user may also be able to interact with the
interface if it is provided, for example, with a touch sensitive
screen. In another illustrative embodiment, the interaction
occurs through, button presses, spoken dialog system with
automatic speech recognition and speech synthesis.

In the illustrative embodiment 1 shown in FIG. 1, a pro-
cessor 3 or central processing unit (CPU) 3 controls at least
some portion of the operation of the vehicle-based computing
system. Provided within the vehicle 31, the processor 3
allows onboard processing of commands and routines. Fur-
ther, the processor 3 is connected to both non-persistent 5 and
persistent storage 7. In this illustrative embodiment, the non-
persistent storage 5 is random access memory (RAM) and the
persistent storage 7 is a hard disk drive (HDD) or flash
memory. In general, persistent (non-transitory) storage 7 can
include all forms of memory that maintain data when a com-
puter or other device is powered down. These include, but are
not limited to, HDDs, compact disks (CDs), digital versatile
disks (DVDs), magnetic tapes, solid state drives, portable
universal serial bus (USB) drives and any other suitable form
of persistent storage 7.

The processor 3 is also provided with a number of different
inputs allowing the user to interface with the processor 3. In
this illustrative embodiment, a microphone 29, an auxiliary
input 25 (for input 33), a USB input 23, a global positioning
system (GPS) input 24, a screen 4, which may be a touch-
screen display, and a BLUETOOTH input 15 are all provided.
An input selector 51 is also provided, to allow a user to swap
between various inputs. Input to both the microphone and the
auxiliary connector is converted from analog to digital by a
converter 27 before being passed to the processor 3. Although
not shown, numerous of the vehicle components and auxil-
iary components in communication with the VCS 1 may use
a vehicle network (such as, but not limited to, a car area
network (CAN) bus) to pass data to and from the VCS 1 (or
components thereof).

Outputs to the VCS system 1 can include, but are not
limited to, a visual display 4 and a speaker 13 or stereo system
output. The speaker 13 is connected to an amplifier 11 and
receives its signal from the processor 3 through a digital-to-
analog converter 9. Output can also be made to a remote
BLUETOOTH device such as personal navigation device
(PND) 54 or a USB device such as vehicle navigation device
60 along the bi-directional data streams shown at 19 and 21
respectively.
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In one illustrative embodiment, the system 1 uses the
BLUETOOTH transceiver 15 to communicate 17 with a
nomadic device (ND) 53 (e.g., cell phone, smart phone, PDA,
or any other device having wireless remote network connec-
tivity). The nomadic device 53 can then be used to commu-
nicate 59 with a network 61 outside the vehicle 31 through,
for example, communication 55 with a cellular tower 57. In
some embodiments, tower 57 may be a WiFi access point.

Exemplary communication between the nomadic device
53 and the BLUETOOTH transceiver is represented by com-
munication 14.

Pairing a nomadic device 53 and the BLUETOOTH trans-
ceiver 15 can be instructed through a button 52 or similar
input. Accordingly, the CPU is instructed that the onboard
BLUETOOTH transceiver 15 will be paired with a BLUE-
TOOTH transceiver in a nomadic device 53.

Data may be communicated between CPU 3 and network
61 utilizing, for example, a data-plan, data over voice, or
dual-tone multiple frequency (DTMF) tones associated with
nomadic device 53. Alternatively, it may be desirable to
include an onboard modem 63 having antenna 18 in order to
communicate 16 data between CPU 3 and network 61 over
the voice band. The nomadic device 53 can then be used to
communicate 59 with a network 61 outside the vehicle 31
through, for example, communication 55 with a cellular
tower 57. In some embodiments, the modem 63 may establish
communication 20 with the tower 57 for communicating with
network 61. As a non-limiting example, modem 63 may be a
USB cellular modem 63 and communication 20 may be cel-
lular communication.

In one illustrative embodiment, the processor 3 is provided
with an operating system including an API to communicate
with modem application software. The modem application
software may access an embedded module or firmware on the
BLUETOOTH transceiver to complete wireless communica-
tion with a remote BLUETOOTH transceiver (such as that
found in a nomadic device). Bluetooth is a subset of the
Institute of Electrical and Electronics Engineers (IEEE) 802
personal area network (PAN) protocols. IEEE 802 local area
network (LAN) protocols include wireless fidelity (WiFi)and
have considerable cross-functionality with IEEE 802 PAN.
Both are suitable for wireless communication within a
vehicle 31. Another communication means that can beused in
this realm is free-space optical communication (such as infra-
red data association (IrDA)) and non-standardized consumer
infrared (IR) protocols.

In another embodiment, nomadic device 53 includes a
modem for voice band or broadband data communication. In
the data-over-voice embodiment, a technique known as fre-
quency division multiplexing may be implemented when the
owner of the nomadic device 53 can talk over the device while
data is being transferred. At other times, when the owner is
not using the device, the data transfer can use the whole
bandwidth (400 Hz to 3.4 kHz in one example). While fre-
quency division multiplexing may be common for analog
cellular communication between the vehicle 31 and the Inter-
net, and is still used, it has been largely replaced by hybrids of
Code Domain Multiple Access (CDMA), Time Domain Mul-
tiple Access (TDMA), Space-Domain Multiple Access
(SDMA) for digital cellular communication. These are all
ITU IMT-2000 (3G) compliant standards and offer data rates
up to 2 mbs for stationary or walking users and 385 kbs for
users in a moving vehicle 31. 3G standards are now being
replaced by IMT-Advanced (4G) which offers 200 mbs for
users in a vehicle 31 and 1 gbs for stationary users. If the user
has a data-plan associated with the nomadic device 53, it is
possible that the data-plan allows for broad-band transmis-
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sion and the system could use a much wider bandwidth
(speeding up data transfer). In still another embodiment,
nomadic device 53 is replaced with a cellular communication
device (not shown) that is installed to vehicle 31. In yet
another embodiment, the ND 53 may be a wireless LAN
device capable of communication over, for example (and
without limitation), an 802.11g network (i.e., WiFi) or a
WiMax network.

In one embodiment, incoming data can be passed through
the nomadic device 53 via a data-over-voice or data-plan,
through the onboard BLUETOOTH transceiver and into the
processor 3 of the vehicle 31. In the case of certain temporary
data, for example, the data can be stored on the HDD or other
storage media 7 until such time as the data is no longer
needed.

Additional sources that may interface with the vehicle 31
include a PND 54, having, for example, a USB connection 56
and/or an antenna 58, a vehicle navigation device 60 having a
USB 62 or other connection, an onboard GPS device 24, or
remote navigation system (not shown) having connectivity to
network 61. USB is one of a class of serial networking pro-
tocols. IEEE 1394 (FireWire™ (Apple), i. LINK™ (Sony),
and Lynx™ (Texas Instruments)), EIA (Electronics Industry
Association) serial protocols, IEEE 1284 (Centronics Port),
S/PDIF (Sony/Philips Digital Interconnect Format) and
USB-IF (USB Implementers Forum) form the backbone of
the device-device serial standards. Most of the protocols can
be implemented for either electrical or optical communica-
tion.

Further, the CPU 3 could be in communication with a
variety of other auxiliary devices 65. These devices 65 can be
connected through a wireless 67 or wired 69 connection.
Auxiliary device 65 may include, but are not limited to, per-
sonal media players, wireless health devices, portable com-
puters, and the like.

Also, or alternatively, the CPU 3 could be connected to a
vehicle-based wireless router 73, using for example a WiFi
(IEEE 803.11) 71 transceiver. This could allow the CPU 3 to
connect to remote networks within range of the local router
73.

In addition to having exemplary processes executed by a
vehicle computing system located in a vehicle 31, in certain
embodiments, the exemplary processes may be executed at
least in part by one or more computing systems external to
and in communication with a vehicle computing system.
Such a system may include, but is not limited to, a wireless
device (e.g., and without limitation, a mobile phone) or a
remote computing system (e.g., and without limitation, a
server) connected through the wireless device. Collectively,
such systems may be referred to as vehicle associated com-
puting systems (VACS). In certain embodiments particular
components of the VACS may perform particular portions of
a process depending on the particular implementation of the
system. By way of example and not limitation, if a process
includes a step of sending or receiving information with a
paired wireless device, then it is likely that the wireless device
is not performing the process, since the wireless device would
not “send and receive” information with itself. One of ordi-
nary skill in the art will understand when it is inappropriate to
apply a particular VACS to a given solution. In all solutions,
it is contemplated that at least the VCS 1 located within the
vehicle 31 itself is capable of performing the exemplary pro-
cesses.

FIG. 2 illustrates an exemplary service delivery network
200 in communication over the network 61 with a vehicle 31
by way of a message broker 202. The vehicle 31 may be in
wireless communication with the network 61 by way of the

10

15

20

25

30

35

40

45

50

55

60

65

6

VCS 1 of the vehicle 31. When a vehicle 31 is assembled, the
vehicle 31 may include various hardware and software com-
ponents. Upon or after assembly, a VCS 1 of the vehicle 31
may be configured to query for existence and version infor-
mation for at least a portion of these hardware and software
components of the vehicle 31. Using the queried information
and additional information identifying the specific vehicle 31
(e.g., vehicle identification number (VIN) information pub-
lished on the car area network (CAN) bus, subscriber identity
module (SIM) information of the modem 63 such as interna-
tional mobile station equipment identity (IMEI), etc.), the
VCS 1 may communicate via the network 61 and message
broker 202 to establish an account with the service delivery
network 200. The service delivery network 200 may receive
these communications from the vehicles 31, and may main-
tain a data store of the hardware configurations and software
(e.g., firmware, etc.) versions linked to identifiers of the
vehicles 31.

The message broker 202 may additionally provide publish/
subscribe messaging functionality for communication
between the service delivery network 200 and the vehicles 31.
The publish/subscribe model may utilize one or more topics
204, where topics 204 are named logical channels through
which publishers may send messages 206 and subscribers
may receive messages 206. Rather than receiving all the mes-
sages 206, subscribers to the topics 204 receive the messages
206 published to the topics 204 to which they subscribe, and
all subscribers to a topic 204 will receive substantially the
same topic messages 206.

FIGS. 3A and 3B illustrate exemplary communications
flows of messages 206 between the vehicle 31 and the service
delivery network 200 via the message broker 202. Messages
206 may be of various categories, such as commands 302,
command responses 304, and alerts 306.

As shown in FIG. 3A, a command 302 may be published by
the service delivery network 200 to a topic of the message
broker 202 that is subscribed to by vehicle 31. A command
302 is a type of message 206 that requests a recipient of the
command 302 to perform an action specified by the command
302. A command response 304 is a message 206 provided
back to a sender responsive to receipt of a command 302. The
response 304 to the command 302 may be published by the
vehicle 31 to a topic 204 subscribed to by the service delivery
network 200. Commands 302 and command responses 304
are discussed in detail with respect to FIGS. 5A and 5B.

As shown in FIG. 3B, an alert 306 may be published by the
vehicle 31 to a topic of the message broker 202 subscribed to
by the service delivery network 200. An alert 306 is a type of
message 206 providing information from a sender to a recipi-
ent, without requesting the performance of a particular action.
Responsive to the alert 306, the message broker 202 may
publish an alert response 308 to the vehicle 31, as the service
delivery network 200 is not required to provide a response to
the alert 306. Alerts are discussed in detail with respect to
FIG. 5C.

A publisher of the messages 206 may be responsible for
providing messages 206 to the topics 204 that are consistent
with the topic 204. The publisher may include, for example
for commands 302, an OEM or other entity responsible for
maintaining and/or updating vehicle software/firmware. In
some cases, a vehicle 31 may be a publisher and may send
vehicle alerts 306 to a topic 204 subscribed to by the service
delivery network 200, may use alerts 306 notify the service
delivery network 200 of vehicle 31 connectivity status to the
network 61, or may respond to messages 206 from the service
delivery network 200 with command responses 304. In other
cases, a vehicle 31 may be a subscriber and may receive
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commands 302 or other information from a service delivery
network 200 via the message broker 202.

The messages 206 may utilize a name/value pair model
may allow for data elements of the messages 206 to be defined
and referenced by vehicles 31 and the service delivery net-
work 200 by name. Each message 206 may include certain
base fields present in all messages 206. Moreover, each cat-
egory of message 206 may include a certain minimum set of
data elements present in all messages 206 of that category. For
example, alerts 306 or other messages 206 from the vehicle 31
to the service delivery network 200 may include a first set of
common information useful for recipients of messages 206
from vehicles, and commands 302 or other messages 206
from the service delivery network 200 to the vehicle 31 may
include a second set of common information useful for recipi-
ents of messages 206 from the service delivery network 200.

Depending on the type of the message 206 (e.g., the type of
command 302), the message 206 may further include addi-
tional fields relevant to that specific message type 206. To do
s0, the name/value pair model may allow for subsets of data to
be defined (e.g., information to include in messages 206 from
vehicles 31, information to be included in messages 206 from
the service delivery network 200, information describing the
status of the vehicle 31, etc.) which may then be included in
message 206 definitions without requiring redundant redefi-
nition for each type of message 206 requiring the common
information. Further, since the fields of the message 206 may
be referenced by the vehicles 31 and service delivery network
200 by name or identifier (rather than by raw byte offset into
the message 206), the system may allow for the addition of
data elements to the message 206 definitions (or to the com-
mon information definitions) without undesirably affecting
deployed vehicles 31 that implement communication with the
service delivery network 200 utilizing a previous version of
the message 206 definitions.

With respect to the processing of the various categories of
messages 206 published to the topics 204, the vehicle 31 may
be configured to execute commands 302 that it receives from
the service delivery network 200 in the order in which the
commands 302 were received. To do so, the vehicle 31 may be
configured to maintain a command queue of received com-
mands 302, to allow the vehicle 31 to execute the received
commands 302 from the queue in the a first-in-first-out
(FIFO) manner. The vehicle 31 may also be configured to
execute alerts 306 in the order they take place on vehicle 31
side. To do so, the vehicle 31 may be configured to maintain
an alert queue so that it may execute the alerts 306 from the
queue in a last-in-first-out (LIFO) manner. In the case of a
conflict between a command 302 and an alert 306, the vehicle
31 may be configured to execute the messages 206 in the order
they are received from the service delivery network 200 or
took place on the vehicle 31 based on time stamps of the
messages 206.

The topics 204 may be utilized to allow the messages 206
to be published to or from the appropriate vehicles 31 and in
the proper category of message 206. To facilitate the publish-
ing of messages 206 to appropriate topics 204, the topics 204
may be arranged into a topic tree 208. The topic tree 208 may
be defined by the service delivery network 200 to provide a
structure of the topics 204 and sub-topics 204 that are used in
sending messages 206 between the vehicles 31 and the ser-
vice delivery network 200.

FIG. 4 illustrates an exemplary topic tree 208 for use in
VCS 1/service delivery network 200 communication. A VCS
1, such as a telematics unit of a vehicle 31, may subscribe to
nodes of the topic tree 208 that correspond to the installed
region, software/firmware version, features, configuration
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file version of the vehicle 31, etc. It should be noted that the
particular layout of the exemplary topic tree 208 is for pur-
pose of illustration only, and other layouts of topic tree 208
may be used. For example, other topic trees 208 may be used
by the service delivery network 200 that have more, fewer or
different levels of categorization.

Referring to the topic tree 208 of FIG. 4, a region node 400
of the topic tree 208 may indicate a region for which the
sub-topic 204 nodes under the region node 400 may relate. In
some cases, the region nodes 400 may represent different
regional market areas in which vehicles 31 may be sold, such
as North America, Europe, and Asia Pacific. In other
examples the region nodes 400 may relate to other geographi-
cal areas, such as countries, states, postal codes, and tele-
phone area codes, as some other examples. By segmenting the
topic tree 208 by region, the service delivery network 200
may accordingly publish different information for vehicles
31 associated with different regions.

Under each region node 400, the topic tree 208 may include
one or more vehicle-specific nodes 402, where each vehicle-
specific node 402 relates to a vehicle 31 associated with the
parent regional node 400. As one possibility, the service
delivery network 200 may create vehicle-specific nodes 402
for vehicles 31 according to VIN or other unique identifier of
vehicles 31 that register with the service delivery network 200
as belonging to the particular region. Sub-nodes to the
vehicle-specific nodes 402 may be used to further organize
topics 204 configured for communication to and from the
individual vehicles 31.

For instance, under the vehicle-specific nodes 402, the
topic tree 208 may further include one or more vehicle topic
nodes 404 for communication to the specific vehicles 31. A
vehicle 31 may subscribe to the vehicle topic node 404 that
correspond to the VIN or other unique identifier of the vehicle
31, so that the vehicle 31 may be able to receive messages 206
in topics 204 that specifically relate to the vehicle 31 itself.

As one example, a vehicle 31 may subscribe to a time-
sensitive update vehicle topic node 404-A for receiving mes-
sages 206 (such as time-sensitive commands 302 as discussed
in more detail below) for the particular vehicle 31 that are of
a time-sensitive nature. Due to their time-sensitive nature,
messages 206 posted to the time-sensitive update vehicle
topic node 404- A may time out and be removed from the topic
204 if they are not received by the vehicle 31 within an
amount of time (e.g., an amount of time specified by the
message 206, an amount of time common to all time-sensitive
messages 206, etc.). As another example, a vehicle 31 may
subscribe to a non-time-sensitive vehicle topic node 404-B
for receiving messages 206 for the particular vehicle 31 that
not of a time-sensitive nature (e.g., non-time-sensitive com-
mands 302, also discussed in more detail below).

Updates, such as calendar updates, may be posted to the
non-time-sensitive vehicle topic node 404-B, and may remain
in the topic 204 until received by the subscribed vehicle 31.
As a further example, a vehicle 31 may subscribe to a feature
update vehicle topic node 404-C for receiving messages 206
in a topic 204 directed to particular vehicles 31 and relating to
updates to the features 31 of the vehicle 31. In this content, a
feature may refer to a grouping of configuration parameters
applicableto the specified vehicle 31 included in the topic tree
208. A feature may, for example, represent settings to imple-
ment an available connected service (e.g., MY FORD
MOBILE) or a customer-specific collection of settings (e.g.,
a suite of features requested to be enabled and/or disabled for
use by a particular fleet purchaser). As yet a further example,
avehicle 31 may subscribe to a firmware update vehicle topic
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node 404-D for receiving messages 206 in a topic 204
directed to particular vehicles 31 and relating to updates to the
firmware of the vehicle 31.

The vehicle-specific nodes 402 of the topic tree 208 may
further include one or more vehicle topic nodes 406 for com-
munication from the specific vehicles 31 (e.g., to the service
delivery network 200). For example, a general alert topic
node 406-A may be used by a vehicle 31 to publish messages
206 (e.g., alerts 306) such as indications of low fuel, erratic
driving by the vehicle 31, or periodic current vehicle 31 GPS
locations. As another example, a connection status topic node
406-B may be used by a vehicle 31 to publish messages 206
such as the connection status of the vehicle 31 (e.g., alerts 306
indicating whether the vehicle 31 was disconnected and then
reconnected to the network 61). As yet a further example, a
command response alert topic node 406-C may be used by a
vehicle 31 to publish messages 206 such as alerts 306 indi-
cating success or failure of command 302 requested by the
service delivery network 200.

Moreover, under each region node 400 the topic tree 208
may include one or more hardware version topic nodes 408,
where each hardware version topic node 408 relates to a
installed vehicle 31 hardware version that may be shared by
multiple vehicles 31 (e.g., a version of the VCS 1 hardware).
These hardware version topic nodes 408 and sub-topic nodes
may accordingly be used to reference the vehicles 31 accord-
ing to hardware version, not according to individual vehicle
31.

Under each hardware version topic node 408, the topic tree
208 may include one or more firmware version nodes 410.
Each firmware version node 410 may organize nodes of the
topic tree 208 associated with a firmware version that may be
installed on the parent tree relationship vehicle 31 hardware
for a particular region.

The firmware version node 410 may further include feature
nodes 412 organizing nodes of the topic tree 208 associated
with a particular feature. As mentioned above, a feature may
represent settings to implement an available connected ser-
vice or a customer-specific collection of settings. Thus, a
firmware version may support multiple different features,
where different portions of functionality of the firmware are
engaged or disengaged for the various features.

The feature nodes 412 may further include configuration
version nodes 414, each representing a topic 204 related to a
version of a configuration file for the associated feature, firm-
ware version, hardware version, and region. The configura-
tion files may include setting and other information related to
the parent features that they configure (e.g., for the version of
firmware installed on the version of hardware for the particu-
lar region). Because settings and other options may change
from version to version, the configuration files may also
include a version number of the firmware for which they are
compatible.

A vehicle 31 may subscribe to topics of 204 the topic tree
208 that relate to the configuration of the vehicle 31. As one
example, a vehicle may subscribe to a vehicle topic node 404
corresponding to the VIN of the vehicle 31, to receive any
updates targeting the specific vehicle 31. As another example,
a VCS 1 of a vehicle 31 may subscribe to a configuration
version node 414 of the topic tree 208, to receive configura-
tion or other updates corresponding to the installed region,
hardware version, firmware version, feature, and global con-
figuration version of the vehicle 31. The subscribed vehicle
31 may check or otherwise be informed of messages 206
published to the subscribed topics 204.

The service delivery network 200 may publish messages
206 into topics 204 of the topic tree 208 for which updates are
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to be performed. As one possibility, the service delivery net-
work 200 may publish a command 302 into a vehicle topic
node 404 to cause a particular vehicle 31 to be informed that
an update should be performed for the vehicle 31. As another
possibility, the service delivery network 200 may publish a
command 302 into a configuration version node 414 to cause
any subscribed vehicles 31 having a particular region, hard-
ware version, firmware version, feature, and global configu-
ration version to perform an update.

FIG. 5A illustrates an example command message hierar-
chy 500-A. The command message hierarchy 500-A illus-
trates an exemplary relationship of the various types of com-
mands 302 for use with the topic tree 208. For example, the
hierarchy 500-A includes the commands 302 such as a
vehicle status update command 302-D, a remote start com-
mand 302-E, a cancel remote start command 302-F, a lock
command 302-G, an unlock command 302-H, a clear settings
command 302-1, a configuration download command 302-J, a
firmware download command 302-K, a provisioning data
request command 302-L, a user authorization command 302-
M, and a vehicle authorization command 302-N. These com-
mands 302 are organized in the hierarchy 500-A under a base
command 302-A as being either time-sensitive commands
302-B or non-time-sensitive commands 302-C. It should be
noted that the base command 302-A, time-sensitive com-
mand 302-B, and non-time-sensitive commands 302-C are
included in the hierarchy 500-A for purposes of definition and
organization, and are not typically commands 302 that may
be sent to vehicles 31. It should also be noted that the particu-
lar command message hierarchy 500-A of FIG. 5A is for
purpose of illustration only, and other organizations of com-
mands 302 may be used. For example, other hierarchies
500-A may be used by the service delivery network 200 that
have more, fewer or different levels of organization of com-
mands 302.

With respect to the structure of the commands 302, each
command 302 may include a certain minimum set of data
elements. These common elements may be referred to as the
base command 302-A data elements, and may serve to pro-
vide basic information about the command 302 as well as
information regarding the command 302 type. For instance, a
base command 302-A may include name/value pairs such as:
a value indicative of whether the command 302 is time-
sensitive, a reference to a time-sensitive structure that is valid
if the value indicates the command 302 is time-sensitive, and
areference to a non-time-sensitive structure that is valid if the
value indicates the command 302 is not time-sensitive.

Commands 302 may further include additional base name/
value pairs defined in a structure of common information for
messages 206 published by the service delivery network 200,
such as: a date/time at which the message 206 was sent, a
unique identifier of the message 206, and for cases where the
message 206 is a command 302, a correlation identifier to be
used in a response 304 message as the unique identifier of the
response to the command 302.

As defined by the base command 302-A, the commands
302 may be divided into time-sensitive 302-B and non-time-
sensitive 302-C categories (e.g., corresponding to the time-
sensitive and non-time-sensitive vehicle topic nodes 404-A
and 404-B). Time sensitive commands 302-A are commands
of types that should timeout if they are not executed within a
period of time. For example, commands to the vehicle 31 to
update vehicle status information, initiate remote start of the
vehicle 31, cancel remote start of the vehicle 31, lock the
vehicle 31, unlock the vehicle 31, and clear user settings may
be considered time-sensitive commands 302. Non-time-sen-
sitive commands 302-C are commands that are not required to
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be performed within a particular time window, but that should
be performed. Examples of non-time-sensitive commands
may include user authorization commands 302, VCS 1 autho-
rization change commands 302, and provisioning data
request commands 302.

The time-sensitive structure 302-B may further include
information useful for time-sensitive commands 302-B, in
addition to the information of the base command 302-A. For
instance, a time-sensitive command 302-B may include
name/value pairs such as: an identifier of the type of time-
sensitive command 302-B, and for each type of time-sensitive
command 302-B specified by the identifier, an associated
reference to a data structure that is valid for that the type of
time-sensitive command 302-B specified by the identifier.
For instance, if the time-sensitive command 302-B is a
vehicle status update command 302-D, then the identifier
may indicate that the command is a vehicle status update
command 302-D, and a reference to a vehicle status update-
specific structure may be valid and may include information
specific to the vehicle status update command 302-D. Other
types of time-sensitive command 302-B may include a
remote start command 302-E, a cancel remote start command
302-F, a lock command 302-G, an unlock command 302-H,
and a clear settings command 302-1.

The non-time-sensitive structure 302-C may include infor-
mation useful for non-time-sensitive commands 302. For
instance, a non-time-sensitive command 302-C may include
name/value pairs such as: an identifier of the non-time-sen-
sitive command 302-C, and for each type of non-time-sensi-
tive command 302-C specified by the identifier, an associated
reference to a data structure that is valid for that the type of
non-time-sensitive command 302-C specified by the identi-
fier. For instance, if the time-sensitive command 302-C is a
configuration download command 302-J; then the identifier
may indicate that the command is a configuration download
command 302-J, and a reference to a configuration down-
load-specific structure may be valid and may include infor-
mation specific to the configuration download command 302-
J. Other types of non-time-sensitive command 302-C may
include a firmware download command 302-K, a provision-
ing data request command 302-L, a user authorization com-
mand 302-M, and a vehicle authorization command 302-N.

FIG. 5B illustrates an example command response mes-
sage hierarchy 500-B. The VCS 1 may be configured to send
acommand response 304 after receiving a command 302. The
type of command response 304 that is sent may depend on the
type of command 302 being responded to by the command
302 recipient. In the case of some commands 302 (for
example a lock command 302-G) the command response 304
may indicate the success or failure of the action (doors locked
successfully or did not lock successfully). In other cases,
however, the command response 304 may indicate that the
action is in-progress (for example, after an authorization
command 302-M or firmware download command 302-K)
and an alert 306 may be sent later indicating the success or
failure of the action (explained in further detail below with
respect to alerts 306).

Similar to with the commands 302, with respect to the
structure of the command responses 304, each response 304
may include a certain minimum set of data elements. For
example, the base command response 304-A may include
name/value pairs such as: a value indicative of whether the
response 304 is to a time-sensitive command 302-B, a refer-
ence to a time-se